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DEFINE SMART CITIES IN THE BRAZILIAN CONTEXT

The debate about smart cities has been around for a long time, but it never came to define 
a Brazilian concept for this expression. The lack of definition was perceived as a factor that 
undermines sustainable digital transformation in cities. So, The Charter Community chose to build 
its definition, instead of following one of the various conceptual lines existing in the country and 
the world. A convergent definition adapted to the reality, diversity, and complexity of Brazilian 
cities. (See Figure 1)

INTRODUCE AN ARTICULATED PUBLIC AGENDA FOR SMART CITIES IN THE 
BRAZILIAN CONTEXT

Digital transformation is so important for the future of cities that it determined the structuring of 
a common and comprehensive agenda. For this task, The Charter Community brought together 
various points of view on the diversity of Brazilian cities and existing initiatives. It articulated 
approaches and action fronts linked to smart cities. The result will make it easier for the actions of 
different levels of government and different sectors to take place in a coordinated and convergent 
manner in the territory.

PROVIDE A FRAMEWORK TO INDEX SMART CITIES INITIATIVES

There is a lot of knowledge about smart cities in Brazil and the world. Therefore, it is useful and 
necessary to systematize initiatives, in a continuous and incremental process. The Charter takes 
the initial step towards this systematization. It contextualizes the actions and discussions in the 
Brazilian scenario. It is the first document to bring together initiatives. It should be seen as a 
“mother product” that will generate “children products” based on the actions of the network 
of people and institutions linked to the theme. It is important to gather “children products” 
and make them easy to access. To this end, they should be indexed to the Strategic Goals and 
Recommendations of the common agenda. This will optimize the consultation, integration, and 
use of existing knowledge. The main initiatives that exist in the Federal Government are already 
indexed in The Charter.

 
“Children products” can have many formats and serve many purposes. Examples 
of “children products” are explanatory booklets, technical documents, projects, 
partnership models between the public and private sectors, academic productions, 
case studies, good practices, methodologies, legislation, and technical standards. 

SUPPORT MUNICIPALITIES AND OTHER AGENTS IN THEIR LOCAL ACTIONS FOR 
SMART CITIES 

People’s living conditions will only change for the better if this public agenda for smart cities and 
the knowledge gathered here generate concrete actions. The recommendations of each Strategic 
Goal of The Charter were directed to the key audiences. This will make it easier for each audience 
to recognize their part in the effort to ensure a sustainable digital transformation in cities. The 
objective is to clarify what municipalities, institutions, and people need to do and where they 
can contribute.

CONSOLIDATE AND MAINTAIN ACTIVE THE BRAZILIAN CHARTER FOR SMART 
CITIES COMMUNITY 

The Charter was drawn up by a large group of people and institutions. They donated time and 
knowledge to contribute to the country’s development. In the process, innovative collective 
creation mechanisms were used to engage the group in the theme of digital transformation in 
cities. This process generated a collaborative network called The Brazilian Charter Community for 
Smart Cities. From now on, the Community must support and provide feedback for The Charter.
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The Charter Community is a network open to anyone who wants to participate at any 
time. It is formed by people and institutions with specialized technical knowledge in 
different areas, as well as civil society organizations.



2. BRAZILIAN AGENDA FOR SMART CITIES

The Brazilian Agenda for Smart Cities, represented by the Strategic Goals and its respective 
Recommendations, is a guiding instrument, to be adapted on a case-by-case basis. It helps to 
understand the impacts and potential of digital transformation in each city. It also helps to decide 
paths, taking into account the vision of the future defined in each locality.

Digital transformation in cities is a multi-sector responsibility. But the public authorities must 
lead the political direction of the issue, especially at the local level. Mayors, their teams, and the 
legislative branch must work together and with the support of Federal and State governments to 
stimulate the participation of society and make a difference.

The Brazilian Charter Community for Smart Cities believes that a public agenda taken on by the 
State is capable of facing historical and contemporary challenges in cities and the country. This 
agenda must be coherent, continuous, incremental, accountable, and transparent. It must be 
built and implemented by engaging different levels of government, civil society organizations, 
and social segments.

The agenda is linked to the Brazilian concept of smart cities, is anchored in the principles, and 
should be guided by the guidelines already presented in this document (See Figure 1). The agenda 
is linked to the National Regional Development Policy (NRDP) and the National Urban Development 
Policy (NUDP). The objective of these policies is to reduce socio-spatial inequalities between 
regions, within regions, between cities, and within cities. Both are formulated, monitored, and 
evaluated by the Ministry of Regional Development. The Eight Strategic Goals are interrelated 
and the recommendations are interdependent. 
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Figure 6 - The Eight Strategic Goals and their respective number of Recommendations 
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Integrate digital transformation into 
sustainable urban development 
policies, programs, and actions, 

respecting diversities and 
considering the inequalities present 

in Brazilian cities.

Context: a disjointed vision of urban 
and territorial development 

30 Recommendations

 

Establish data and technology 
governance systems, with 

transparency, security, and privacy.

Context: Lack of data governance 
and information technologies

22 Recommendations

 

Foster local economic 
development in the context of 

digital transformation.

Context: economic transformation 
and job  and income generation

24 Recommendations

 

 

Foster a massive and innovative 
movement in public education 

and communication for greater 
engagement of society in the pro-
cess of digital transformation and 
sustainable urban development.

Context: Prepare society for the 
process of digital transformation 

of cities
14 Recommendations

Provide equitable quality internet 
access for all people.

Context: digital divide
24 Recommendations

Adopt innovative and inclusive 
models of urban governance 
and strengthen the role of public 
authorities as managers of the 
impacts of digital transformation in 
cities.

Context: Fragmented and excluding 
urban governance  
23 Recommendations

Stimulate sustainable urban 
development financing models and 
instruments in the context of digital 
transformation.

Context: financial resources scarcity 
for digital transformation
12 Recommendations

Build up means to understand 
and evaluate, continuously and 
systematically, the impacts of digital 
transformation in cities.

Context: decide based on evidence
14 Recommendations
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2.1 STRATEGIC GOALS AND RECOMMENDATIONS

Here we present the set of 163 recommendations subdivided into eight Strategic Goals. For 
ease of reading, in the following diagrams, each column indicates which key audience segments 
the recommendation is made for. This allows identifying the performance by segment and the 
ecosystem of other people and institutions that may be involved in each recommendation.

STRATEGIC  GOAL 1: Integrate digital transformation into sustainable urban development 
policies, programs, and actions, respecting diversities and considering the inequalities present 
in Brazilian cities.

Context: To reduce socio-spatial inequalities, it is necessary to consider territorial development 
from a broad perspective. This vision must take into account several aspects, especially the location, 
availability, and access to resources, infrastructure, essential goods and services, education, 
culture, and information.

Digital transformation brings opportunities to better understand and face Brazilian urban 
problems, which are historical. But untargeted technology actions can even increase longstanding 
inequalities, such as the lack or deficiency in access to basic urban services. Governments and 
society need to act so that technology meets the real needs of cities. Digital initiatives and 
solutions should be aligned with a strategic vision of sustainable urban development and the 
improvement of people’s living conditions. In addition, they must be in tune with the great 
Brazilian diversity.

This process requires that society and local institutions are strengthened to take a leading role 
in adapting the digital transformation to their contexts. To this end, they must adapt urban 
development policies, programs, and actions to the new context of digital transformation. They 
should improve infrastructure, tools, and digital systems for the provision of quality public 
services.

18

1.1. Digital inequality and urban policy: Use quality internet access as 
an indicator of socio-spatial inequality in urban policy. Recognize by the 
indicator that there is a deficit in connectivity that must be addressed 
in policies, programs, projects, and actions for sustainable urban 
development and telecommunications.

1.1.1. Digital infrastructure as basic urban infrastructure: Plan and 
implement digital infrastructure as part of the infrastructure.

To be continued

Recommendations Key-Audience
FG  SG  MG  VIGC  HIGV  RA  UC  TC  PS  TRI  DFA  CSO1

Federal Government
State Government
Municipal Government
Vertical Intragovernmental Cooperation

Horizontal Intragovernmental Cooperation
Regulatory Agency
Utility Companies 
Telecommunications Companies

FG  
SG  
MG
VIGC

HIGV
RA
UC
TC

PS
TRI
DFA
CSO

Private Sector 
Teaching and Research Institutions
Development Financial Agencies  
Civil Society Organizations
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1.2.3. Contextual view: Encourage local action with a view of the 
context, providing tools to make it easier for municipalities to perceive 
their contexts and regional insertions, for integrated and articulated 
planning.

1.1.2. Digital divide information: Better understand the factors 
associated with the digital divide of vulnerable groups in each location.

1.2. Territory vision for sustainable urban development.

1.2.1. Urban typologies:  Establish territorial typologies that support 
the understanding of urban diversity in Brazil. The typologies should 
help to understand the territory from different levels: municipal, supra-
municipal (grouping of municipalities), and regional.

1.2.2. Instruments e and methodologies for territorial diversity: 
Develop and adapt information, planning, management, and 
governance instruments and methodologies for sustainable urban 
development, considering different degrees of complexity.

1.2.4. A city´s future vision: Build the city’s vision of the future in a 
participatory and inclusive way. Consider the perspective and specific 
impacts of digital transformation in the city’s territory, the regional 
context, and local characteristics in economic-financial, sociocultural, 
urban-environmental, and political-institutional aspects. Establish this 
vision in municipal planning instruments.

1.2.5. Sectoral articulation in the territory: Develop strategies so that 
urban development policies, plans and programs, and related sectors 
are integrated into the territory, at all levels of government. Strategies 
should emphasize the areas of urban planning, housing, basic sanitation, 
urban mobility, water security, disaster reduction, environment, and 
information and communication technologies. 

1.3. Digital Transformation and urban sector: Develop a methodology 
to map specific needs of urban sectoral policies that can be supported 
by digital solutions. Actions should include infrastructure and digital 
devices, as well as geo-referenced data and information, considering 
territorial diversity for the planning and implementation of projects and 
integrated local actions.

1.3.1. Sectoral strategies for digital transformation: Develop 
sectoral strategies for digital transformation in cities, in the areas of 
urbanism, housing, basic sanitation, urban mobility, water security, 
disaster reduction, environment, and information and communication 
technologies.

1.3.2. Energy efficiency and circular economy: Develop projects, use 
mechanisms and technologies that increase the energy efficiency of 
infrastructure and urban buildings. Promote processes and develop 
solutions that incorporate the logic of the circular economy.

19

Recommendations Key-Audience
FG  SG  MG  VIGC  HIGV  RA  UC  TC  PS  TRI  DFA  CSO1

To be continued

Federal Government
State Government
Municipal Government
Vertical Intragovernmental Cooperation

Horizontal Intragovernmental Cooperation
Regulatory Agency
Utility Companies 
Telecommunications Companies

FG  
SG  
MG
VIGC

HIGV
RA
UC
TC

PS
TRI
DFA
CSO

Private Sector 
Teaching and Research Institutions
Development Financial Agencies  
Civil Society Organizations



1.4.2. Environmental instruments: Introduce the concept and develop 
green infrastructure projects in urban areas. Whenever possible, replace 
gray infrastructure with green infrastructure. Integrate the perspectives 
of ecosystem services and nature-based solutions into urban policy 
instruments. Stimulate the development of food-producing regions 
near urban centers. Use information and communication technologies 
to encourage responsible patterns of production and consumption and 
activation of the local economy.

1.4. Digital Transformation and the Environment: Develop and use 
methodologies, data, and indicators that respond to environmental 
and climate change. Act on the fronts of adaptation, prevention, and 
mitigation of these changes.

1.4.1. Digital devices in the urban environment: Stimulate the use 
of methodologies, data, and indicators, digital or not, to monitor and 
assess the environmental impacts caused by infrastructure and digital 
devices in urban environments. Promote responsible use of resources 
in technological modernization solutions for urban services.

1.4.3. Risks and vulnerabilities in urban space: Develop methodologies 
to identify and define risks and vulnerabilities in urban space, subsidize 
decision-making and develop contingency plans, based on data and 
information to increase the city’s resilience.

1.5. Digital transformation and urban policy: Develop, use and 
share digital solutions that help implement information, planning, 
management, and governance tools aimed at sustainable urban 
development, at different scales of the territory.

1.5.1. Data and information for sustainable urban development: 
Formulate, implement, monitor, and evaluate urban development 
policies, programs, projects, and actions that are based on public and 
auditable data and information.
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1.5.1.1. Information and communication technologies for urban 
diagnosis and management: Use geoprocessing tools to better 
understand urban phenomena and to improve the management 
capacity of local governments. Incorporate data science engines like 
Artificial Intelligence and analysis of large amounts of data.

1.5.1.2. National information system for urban development: Identify, 
systematize and make available public data and information that are 
relevant to sustainable urban development.

1.5.1.3. Data integration for urban policy: Promote the constant 
integration of sectors and institutions for the exchange of data, such as 
tax data, urban services, and real estate records.
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1.5.1.4. Mapping of urban green areas and ecosystem services: 
Support municipalities and inter-federative bodies to map their urban 
green areas, assign financial value, and responsibly manage their 
natural resources and ecosystem services.

1.5.1.5. Integrated territorial registries: Support municipalities and 
inter-federative bodies to prepare, review and integrate their territorial 
cartographic bases, real estate registers, or multi-purpose technical 
registers.

1.5.1.6. Collaborative mapping: Expand the use of collaborative 
mapping tools in public management as a strategy to mobilize knowledge 
and community engagement. They are strategic in the social control of 
public policies, especially to raise housing needs, common properties, 
urban and environmental, and cultural assets of collective interest. They 
should include assistive technologies in order to enable the participation 
of people with disabilities or reduced mobility. Favor the use of free and 
open-source platforms and tools, such as OpenStreetMap.

1.5.2. Sustainable urban development planning.

1.5.2.1. Measures to achieve the vision of the future: Elaborate or 
review norms, policies, programs, and strategies to adapt them to 
the city’s vision of the future, as established in the municipal planning 
instruments. Examples: Master Plan, Multiannual Plan, the “PPA”.

1.5.2.2. Intersectoriality in urban planning: Build and consolidate an 
integrated vision of municipal planning based on sectoral planning 
instruments. Emphasize the areas of urban planning, housing, 
basic sanitation, urban mobility, water security, disaster reduction, 
environment, and information and communication technologies.

1.5.2.3 Inter-federative urban planning: Support integrated and 
intersectoral urban planning processes in metropolitan regions, 
conurbation, and municipalities that present interdependent 
relationships because they share public functions of common interest. 
These planning processes must be integrated by the elaboration 
of Integrated Urban Development Plans (IUDPs) or by the joint and 
simultaneous elaboration of Municipal Master Plans (MMPs).

1.5.2.4 Planning at the scale of urban projects: Develop, consolidate 
and disseminate methodologies to design projects at the intermediate 
scale of the city, such as regions, neighborhoods clusters, or other 
groupings of areas that are smaller than the municipal territory.

1.5.3. Management and governance for sustainable urban 
development: See Strategic  Goals 3 and 4.
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STRATEGIC GOAL 2: Provide equitable quality internet access for all people.

Context: Integrating the urban and the digital into public policies and territorial planning instruments 
is important, but this action must be accompanied by connectivity. Sustainable development 
depends on everyone having access to the internet and quality digital tools. Good digital connectivity 
determines social and productive inclusion and the fair distribution of opportunities. As a result, 
governments and the private sector should know the territories where access is precarious and 
correct this distortion, in addition to promoting people’s digital literacy.
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2.1. Right of access to the internet: Recognize and make effective the 
right of access to the internet for all people. Develop and implement 
infrastructure policies, programs, and projects. Include in these actions 
support infrastructure projects for telecommunications networks, 
essential for the provision of telecommunications and internet services. 
Also, include other aspects related to digital inclusion.

2.2. Digital infrastructure for all people: Make possible the installation 
and maintenance of infrastructure for digital inclusion in regions of the 
country that lack this infrastructure and in municipal areas with low 
connectivity. Ensure digital inclusion in all cities and emphasize informal 
urban centers and remote locations.

2.2.1. Frequency bands notices: Predict compensation for the 
expansion of infrastructure for digital inclusion in frequency bands 
notices for telecommunications services. Prioritize service to areas that 
lack quality infrastructure and service to all cities and communities in 
the country. Municipalities should monitor and enable deployments 
resulting from the auction for frequency bands.

2.3. Various means of internet access: Encourage and support the 
establishment of shared and community networks and other alternative 
means of connecting and accessing the Internet. These actions should 
be done including the use of digital radio and TV, local networks, and 
small Internet providers.

2.3.1. Local connection initiatives and digital solutions: Establish 
mechanisms with regulatory agencies to carry out studies, experiments, 
and tests on the allocation of electromagnetic spectrum bands 
for open use. The objectives are to democratize access to wireless 
communication, enable the development of local connection initiatives 
and enable the local development of digital solutions to community 
problems.

2.4. Confronting the digital divide: Promote solutions for the different 
factors of the digital divide in the universalization and democratization 
strategies of access to the internet and digital technologies

Recommendations Key-Audience
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2.4.1. Digital inclusion of people with disabilities: Create and use 
solutions, develop and disseminate norms and procedures to increase 
the accessibility of people with disabilities to computing and the 
internet, in the provision of digital public services and other digital 
government initiatives.

2.4.2.Digital inclusion from a gender perspective:  Meet national goals 
to ensure gender equality in access, in skills use, and in production of 
information and communication technologies. Also, in the access and 
production of scientific knowledge, and information, communication, 
and media content.

2.4.3. Digital Literacy: See Strategic Goal 7.

2.5. Urban-digital integration: Plan and implement municipal actions 
for digital transformation in articulation with local territorial planning.

2.5.1. Sustainable urban development in national information and 
communication technology strategies: Integrate sustainable urban 
development and the challenges of digital transformation in cities in the 
National Strategy for Science and Technology and the Brazilian Strategy 
for Digital Transformation (E-Digital).

2.5.2. Transparency in digital connectivity data: Provide digital 
connectivity data, such as broadband, mobile devices, and satellite 
internet, at intra-municipal scales, within municipal boundaries, and 
intra-urban, within urban areas. Provide data and statistics on access 
and complete services to the population related to digital public 
services. Ensure that the data made available can be georeferenced, in 
inclusive language, in a transparent and easy-to-use manner.

2.5.3. Typologies for smart cities: Recognize the different 
characteristics of Brazilian cities even regarding access to information 
and communication technologies. Based on this recognition, treat 
municipalities differently in smart city initiatives.

2.5.4. Planning for “smart cities”: Consider the determinations of 
the Master Plan when developing municipal strategies and plans for 
digital transformation. Consider the determinations of the Integrated 
Urban Development Plan. Align planning for “smart cities” with The 
Charter’s recommendations and their developments in terms of norms, 
guidelines, and standards.

Recommendations Key-Audience
FG  SG  MG  VIGC  HIGV  RA  UC  TC  PS  TRI  DFA  CSO2

2.5.5. Digital connectivity and integration of public facilities:
Strengthen initiatives that integrate institutions and public facilities 
for teaching and research. To do this, form partnerships between 
institutions in order to provide digital infrastructure networks. Expand 
the model of Community Education and Research Networks to 
institutions and public facilities that serve other purposes.

To be continued
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2.5.6. Free Wi-Fi: Provide free, secure, and quality Wi-Fi networks in 
equipment and public spaces, especially in remote and low-income 
areas. Seek to enable access to platforms and applications for essential 
services without consuming mobile data. This action should be aimed 
at vulnerable people and social groups, as a tool for social inclusion. 
Ensure the expansion of the frequency spectrum of use for new Wi-Fi 
networks with more capacity, faster, and more efficiency.

2.6. Soil, subsoil, and airspace, urban furniture, and implementation 
of information and communication technology infrastructure: 
Establish norms and standards for the planning, use, and management 
of subsoil, soil, and airspace in municipalities. Also, establish norms 
and standards for the location and sharing of infrastructure for digital 
inclusion in cities.

2.7. Expansion, structuring, and urban requalification projects:  
Predict and implement infrastructure for digital inclusion in specific 
urban expansion projects and urban requalification projects. 
Coordinate urban expansion, structuring, and requalification processes 
with actions to implement telecommunications infrastructure of 
mobile cellular and fixed broadband service operators. Strengthen 
the relationship between municipalities and telecommunications 
companies.

2.8. Public lighting projects: Promote equal access to public lighting 
services in cities. In projects for the expansion and modernization 
of public lighting networks, prioritize public spaces of intensive use, 
neglected and unsafe urban areas, with rates of urban violence above 
the city average.

2.8.1. Sustainability in public lighting: Raise energy efficiency 
standards in projects to modernize and expand the public lighting 
network. On these projects, seek to reduce light pollution. Promote 
efficient service management through the adoption of digital solutions 
integrated into the network.

2.6.1. Integrated actions in the territory: Establish inter-institutional 
and inter-federative agreements for joint regulation, when it is the 
case. Establish as an independent public service the management of 
the undersoil, soil, urban furniture and air space, with a view to its 
occupation shared by the companies and responsible bodies for the 
public and private services that demand its use.

Recommendations Key-Audience
FG  SG  MG  VIGC  HIGV  RA  UC  TC  PS  TRI  DFA  CSO2

2.8.2. Public lighting infrastructure use: Consider the potential use 
of the public lighting network as a support infrastructure for the 
provision of digital services. Seek this use, especially in projects for the 
modernization and expansion of the public lighting network. Ensure 
sharing under fair, reasonable, and non-discriminatory access to 
electricity distribution poles.

To be continued
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2.8.2. Public lighting infrastructure use: Consider the potential use 
of the public lighting network as a support infrastructure for the 
provision of digital services. Seek this use, especially in projects for the 
modernization and expansion of the public lighting network. Ensure 
sharing under fair, reasonable, and non-discriminatory access to 
electricity distribution poles.
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2.10. Technical and financial support for connectivity: Offer solutions 
to deploy and maintain infrastructure for digital inclusion. This should 
be done through technical and financial support or other essential 
public service delivery mechanisms. Consider the governing capacities 
of Brazilian municipalities. Also, consider the socioeconomic conditions 
and location of the beneficiary population’s housing. Foster and 
facilitate the articulation of municipalities and supra-municipal entities 
with telecommunications service providers.

2.9.Internet of Things (IoT) Projects: Ensure cyber security and 
personal data protection standards across all components of the 
Internet of Things projects in urban areas. Ensure the origin and 
quality control of devices connected to the network through official 
certification procedures. Emphasize the guarantee of transparency, 
control, and alternative in automation processes. Also emphasize the 
guarantee of the right to privacy through data anonymization and other 
procedures, especially when there are video surveillance activities.

Recommendations Key-Audience
FG  SG  MG  VIGC  HIGV  RA  UC  TC  PS  TRI  DFA  CSO2
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STRATEGIC GOAL 3: Establish data and technology governance systems, with transparency, 
security, and privacy.

Context: Public policies and connectivity are basic elements, but insufficient for equal opportunities 
in the context of digital transformation. It is necessary to structure data governance systems and 
information and communication technologies suited to each context. Only from these systems 
will it be possible to integrate infrastructure, systems, tools, and digital solutions in the urban 
development of all cities.

Different governments and sectors of society must cooperate for the systems to work in an 
integrated, responsible, and innovative manner. With cyber security and personal privacy 
assurance. They must cooperate to provide an ethical digital environment that ensures shared 
and open data whenever possible and that guarantees legal protection for people.
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3.1. Cyber security: Ensure cybersecurity on digital infrastructure, 
devices, systems, data, and information. Establish guidelines, standards, 
and procedures that assess, improve and validate the reliability of 
hardware, operating systems, personal access devices, and individual 
tools. General Personal Data Protection Law.

3.2. General protection of personal data: Ensure the protection of 
personal data by fully adhering to the General Personal Data Protection 
Law (GPDPL). Respect the natural person’s ownership of their personal 
data, while guaranteeing the fundamental rights of freedom, intimacy, 
and privacy. Ensure that the sharing of personal data complies with 
the principles of purpose and transparency. To enable these actions, 
establish standards and procedures that enable the safe and ethical 
development of innovative data-based businesses.

3.2.1. Local rules for the protection of personal data: Support 
municipalities in adapting rules and procedures to the General Personal 
Data Protection Law (GPDPL). Regulate with priority data processing in 
essential public services and records in digital services.

3.3. Transparency in technology companies’ algorithms: Encourage 
digital information and communication technology companies to have 
high standards of transparency about the criteria and assumptions they 
use in their algorithms. Enable and strengthen algorithmic auditing 
processes and foster the use of open-source or free software.

3.4. Interoperability: Ensure interoperability when implementing 
information and communication technology solutions in governments, 
in inter-institutional initiatives, including public-private.

To be continued

Recommendations Key-Audience
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3.5. Open Data Policies:  Implement open data policies at all levels of 
government.
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3.5.1. Administrative records: Collect, systematize, digitize, geo-
reference, and make available data and information generated by 
executing public policies and providing public services, at all levels 
of government. Treat and anonymize sensitive data to enable its 
opening. All steps must comply with open data policies and existing 
interoperability standards for the level of government taking action.

3.5.2. Geospatial Data: Strengthen the National Spatial Data 
Infrastructure as a platform that facilitates the exchange of geospatial 
data. Establish the National Geoinformation Policy and consolidate 
a uniform and specific vocabulary in urban geographic information 
systems.

3.5.3. Standardization for the elaboration of territorial records: 
Articulate government initiatives that elaborate or contribute to 
elaborate real estate records. This articulation should focus on 
standardizing concepts, nomenclatures, methods, and means 
of implementation. This will optimize efforts and ensure data 
interoperability.

3.6. Digital Government: Formulate and implement state and 
municipal digital government strategies that are adequate to each 
reality.

3.6.1. Expand access to public services and social rights through ICTs: 
Use information and communication technologies to promote the right 
to the city and to expand social rights. Focus on urban areas with a lack of 
public services and vulnerable people and social groups. To make these 
rights effective, ICTs must help simplify access to health, education, 
housing, transportation, basic sanitation, telecommunications, leisure, 
and cultural services.

3.6.2. Optimization and improvement of administrative processes:  
Establish an electronic administrative process system. Adhere, 
preferably, to the collaborative public infrastructure of the National 
Electronic Process and its actions, such as the Electronic Information 
System (EIS).

3.6.3. Analog services and digital transitional measures: Maintain 
and improve analog and face-to-face procedures when offering digital 
public services. These actions should also be taken when implementing 
transitional measures, especially when it is an essential service.

3.6.4. Digital Identity:  Adopt and support the implementation of 
the “digital identity to the citizen”, as stated in the Digital Governance 
Strategy.

3.7. Public Procurement: Promote partnerships between the public 
and private sectors to review and adjust public procurement processes, 
including procurement processes involving innovative solutions. 
Seek support from the Public Prosecution Services and the Courts of 
Accounts, update legislation and adopt administrative procedures.

Recommendations Key-Audience
FG  SG  MG  VIGC  HIGV  RA  UC  TC  PS  TRI  DFA  CSO3
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3.7.1. Government contracting of ICTs: To institute, test, and 
standardize new models of governments contracting for information 
and communication technologies. These actions must be carried out 
jointly, in intergovernmental cooperation. New contracting models 
must be based on the use of free software and open code. Ensure the 
hiring of institutions, entities, and companies that are committed to 
human rights, commitment to freedom of expression, unblemished 
reputation, proven experience in the area, and responsibility and 
commitment to public affairs. Prioritize the contracting of local 
institutions, entities, and companies. Use collaboration mechanisms to 
share experiences and best practices.  

3.7.2. Regulation of data ownership: Precisely define ownership 
rights and conditions for using data in public contracts and regulatory 
public performance. The same should happen in inter-institutional 
initiatives that involve the generation and sharing of data, including 
public-private initiatives.

3.8. Integrated territorial management: Use integrated planning and 
integrated territorial management systems based on interoperable 
georeferenced data platforms, at all levels of government. Systems 
must be adapted to the different scales of public policies and respect 
the protection of personal data. They must also meet local specificities, 
demands, and capacities, in the case of municipal systems.

3.8.1. Inter-municipal data governance: Establish inter-municipal 
cooperation institutions to implement, manage and operate databases, 
digital systems, and shared information and communication technology 
solutions. Examples of inter-municipal cooperation institutions are 
public consortia, metropolitan governance bodies, and municipal 
associations.

3.8.2. Integrated Management Centers: Deploy integrated 
information centers and public protocols to support real-time decision 
making. Prioritize emergency management and disaster response and 
that these centers link up with Education and Research Institutions and 
with the local innovation ecosystem.

3.9. Public Data Sharing Platforms: Make data and public information 
available in an inclusive language, in an organized, understandable 
and, whenever possible, geo-referenced manner.

3.10. Budget Transparency in Public Administration: Standardize data 
and information related to public accounts of all powers and levels of 
government. Ensure the quality and interoperability of such data and 
information. Include mechanisms that allow the geolocation of public 
investments. Implement active transparency, adopting organized 
public portals that facilitate the understanding and handling of data 
and information by non-specialized people.

Recommendations Key-Audience
FG  SG  MG  VIGC  HIGV  RA  UC  TC  PS  TRI  DFA  CSO3
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STRATEGIC GOAL 4: Adopt innovative and inclusive models of urban governance and strengthen 
the role of public authorities as managers of the impacts of digital transformation in cities. 

Context: Information governance addressed in the previous goal is part of broader urban 
governance, which stimulates collaboration and creates territorial intelligence based on systems 
and information that guide evidence-based strategic decisions to plan, execute, manage and 
monitor actions in the territory. People and institutions need to talk, discuss problems and build 
solutions that serve the collectivity. 

In this sense, digital transformation can improve traditional participation models, making them 
more innovative and inclusive. It can create environments that bring together and reconfigure 
the relationship between the State and sectors of society. Or that bring together and reconfigure 
the relationship between urban sectors, such as housing, sanitation, and mobility, and between 
entities of the federation, the Union, the States, the Federal District, and Municipalities. 
Innovative and inclusive governance encourages collaboration, as this is a way to identify real 
urban problems based on evidence and develop solutions.

The municipal public power is the protagonist of the execution of urban policy, one of the 
guardians of the collective interest. Hence its strategic role in promoting and facilitating urban 
governance actions. And it must coordinate the processes that decide on the promotion, 
regulation, or disincentives of instruments arising from the digital transformation, such as data, 
information systems, and business models. 
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4.1. Intergovernmental articulation: Strengthen the articulation 
between governments to consolidate multilevel urban governance, 
which acts at various levels - national, regional, state and local, 
inter-federative. With cooperation between different entities of the 
federation - Union, States, Municipalities, and Federal District. And 
intersectoral with cooperation among different areas of public policy. 
Establish the role of state and federal governments in supporting the 
adaptation of recommendations and policies to local contexts together 
with the municipalities. 

4.1.1. Inter-ministerial Chamber: Strengthen institutional governance 
space at the federal level for smart cities, with open participation to 
interested sectors.

4.1.2. Inter-federative cooperation in digital government: Promote 
the exchange of information in digital government. Implement joint 
measures of a collaborative nature through cooperative arrangements 
between governments.

To be continued

Recommendations Key-Audience
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4.2.1. Digital network for urban collaboration: Stimulate the formation 
of a network for sustainable urban development. The network must 
be multilevel, interinstitutional, and intersectoral. The network must 
offer digital and inclusive resources to carry out collaborative work, 
including the implementation and feedback of The Brazilian Charter 
for Smart Cities.

4.2.2. Remote technical assistance network for actions in the 
territory: Expand and adapt the remote technical assistance model 
based on digital resources that was pioneered by the Telemedicine 
University Network. This remote technical assistance network 
should support official inter-federative bodies and municipalities to 
implement sustainable urban development policies, projects, and 
actions, including smart city initiatives. Support mainly municipalities 
with lower institutional capacity.

4.3. Building environments for innovation: Promote governance 
and urban management processes that are inter-institutional and 
collaborative. The objective is to build political-legal-institutional 
environments that are favorable to innovation and adapted to the 
territorial context and the level of action of the institutions.

4.3.1. Innovation policies: Stimulate and integrate innovation forums 
in the public sector that are inter-federative and open to the broad 
participation of interested people, institutions, and sectors. The 
objective is to exchange experiences, build strategies, policies, and 
programs, and formulate proposals for improving legislation and legal 
mechanisms. These proposals should reduce bureaucratic obstacles 
to innovation in the public sector, including government relations 
with society and conducting business and contracts with innovation 
companies.

4.3.2. Collaboration in legislative processes: Stimulate the use 
of participatory processes to prepare infra-legal laws and norms, 
at a regulatory level, subordinated to laws - decrees, ordinances, 
resolutions, normative instructions, etc., guidelines, parameters, 
and forms of public action. Stimulate especially in cases of disruptive 
technologies and innovative issues not yet regulated. Use information 
and communication technology tools and assistive technologies. The 
use of these technologies should increase the engagement of people 
and institutions.

4.2. Networking and State-Society collaborative platforms: Mobilize 
knowledge from different segments of society, people and institutions, 
to build creative solutions to contemporary urban problems more 
quickly.

4.3.3. Dialogue with control bodies: Establish regular forums for 
dialogue between public institutions that formulate and implement 
public policies, control bodies of the executive, legislative and judiciary 
branches, the Public Prosecution Services, involved sectors, and civil 
society organizations. These forums must have a strategic character in 
the task of jointly building paths and support for decision-making on 
the digital transformation in cities.

Recommendations Key-Audience
FG  SG  MG  VIGC  HIGV  RA  UC  TC  PS  TRI  DFA  CSO4
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4.3.5. Innovation fostering programs: Promote training processes and 
programs to foster innovation and technological development. The 
objectives are to guide actions in the public and private sectors, and 
support sustainable urban development and digital transformation, in 
line with local and regional needs and priorities.

4.4. Capacities in public administration for the digital transformation: 
Develop capacities and competencies in Public Administration that 
are focused on acting in the context of digital transformation and its 
territorial developments. Implement and strengthen institutional 
development programs at all levels of government.

4.4.1. Technical support for municipalities: Develop and implement 
federal and state training and technical assistance actions for 
municipalities. These actions should be accessible to all interested 
people in the national territory, preferably through a single platform 
that integrates different resources and initiatives. They must be in line 
with the respective local government capacities. They must also be in 
accordance with the typologies of municipalities.

4.4.2. Government competences, information, and communication 
technologies: Strengthen local data processing agencies. Develop 
government skills in information and communication technologies for 
civil servants from different several areas of knowledge. This should 
be done at all levels of government and through inter-federative 
cooperation.

4.4.3. Innovative methodologies for solutions design: Use innovative 
methodologies and mechanisms to design and implement sustainable 
urban development policies and solutions to urban problems.

4.3.4. Regulatory Agencies: Align norms, techniques, and operations 
related to public services that require the installation of infrastructure 
in urban space. To this end, establish permanent governance space 
among regulatory agencies of these public services.

4.4.4. Valuing innovative civil servants: Establish mechanisms 
to identify innovative public servants at all levels of government. 
Offer incentives and opportunities for the development and use of 
government employees´ potential in institutional work and in the 
improvement of public policies.

4.5. Adoption of innovative management and governance processes 
at the local level.

Recommendations Key-Audience
FG  SG  MG  VIGC  HIGV  RA  UC  TC  PS  TRI  DFA  CSO4
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4.5.2. Intersectorality at the local level: Establish institutional spaces 
for cooperation and intersectoral action, cooperation between 
different areas of public policy, including between agencies of different 
municipalities. The objective is to facilitate that urban development 
policies, plans and programs, and related sectors are implemented in 
an integrated manner in the territory. Include actions from different 
sectors: for example, housing, sanitation, urban mobility, water security, 
disaster reduction, environment, health, education, and urban security. 
Take a continuous and incremental approach to achieve integration.

4.5.3. Innovative solutions for local problems: Map concrete local 
demands and offer innovative solutions to raised problems. For 
this mapping, mobilize the local ecosystem and establish forms of 
cooperation.

4.5.4. Urban Experimentation Laboratories: Encourage the emergence 
of innovative urban solutions, creating cross-disciplinary collaborative 
spaces for smart cities. These actions should consider the broad vision of 
digital transformation in cities. To ensure that solutions are achievable, 
focus on research and experimentation in real environments. For this, 
articulate teaching and research institutions and other sectors involved 
in the production of knowledge, with institutional and legal support 
from the Municipal Public Administration.

4.5.5. Disruptive urban services: Structuring management and 
governance spaces and using agile methodologies to ensure evidence-
informed decision-making and the regulation of urban solutions at the 
right time.

4.5.1. Democratic management of cities: Encourage engagement and 
inclusive public participation in the preparation and revision of the 
Master Plan and other municipal planning instruments, in everyday 
aspects of urban janitorial and management, and in government-
people interaction. This stimulus must be given through innovative 
mechanisms and digital solutions, and with the use of assistive 
technologies. Actions must be in accordance with local demands and 
needs and must be appropriate to the organizational and institutional 
characteristics of the municipality.

Recommendations Key-Audience
FG  SG  MG  VIGC  HIGV  RA  UC  TC  PS  TRI  DFA  CSO4
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4.5.2. Intersectorality at the local level: Establish institutional spaces 
for cooperation and intersectoral action, cooperation between 
different areas of public policy, including between agencies of different 
municipalities. The objective is to facilitate that urban development 
policies, plans and programs, and related sectors are implemented in 
an integrated manner in the territory. Include actions from different 
sectors: for example, housing, sanitation, urban mobility, water security, 
disaster reduction, environment, health, education, and urban security. 
Take a continuous and incremental approach to achieve integration.

4.5.3. Innovative solutions for local problems: Map concrete local 
demands and offer innovative solutions to raised problems. For 
this mapping, mobilize the local ecosystem and establish forms of 
cooperation.

4.5.4. Urban Experimentation Laboratories: Encourage the emergence 
of innovative urban solutions, creating cross-disciplinary collaborative 
spaces for smart cities. These actions should consider the broad vision of 
digital transformation in cities. To ensure that solutions are achievable, 
focus on research and experimentation in real environments. For this, 
articulate teaching and research institutions and other sectors involved 
in the production of knowledge, with institutional and legal support 
from the Municipal Public Administration.

4.5.5. Disruptive urban services: Structuring management and 
governance spaces and using agile methodologies to ensure evidence-
informed decision-making and the regulation of urban solutions at the 
right time.

4.5.1. Democratic management of cities: Encourage engagement and 
inclusive public participation in the preparation and revision of the 
Master Plan and other municipal planning instruments, in everyday 
aspects of urban janitorial and management, and in government-
people interaction. This stimulus must be given through innovative 
mechanisms and digital solutions, and with the use of assistive 
technologies. Actions must be in accordance with local demands and 
needs and must be appropriate to the organizational and institutional 
characteristics of the municipality.

Recommendations Key-Audience
FG  SG  MG  VIGC  HIGV  RA  UC  TC  PS  TRI  DFA  CSO4
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5.1. Alternative and Innovative Economies for Diversity: Support 
the development of green, fair and innovative local economic models. 
Include solidary, shared, creative, circular, and collaborative economy 
initiatives. Use these initiatives to create solutions that address different 
local realities and generate opportunities for all people, especially to 
include vulnerable people and social groups.

5.1.1. Degrowth and zero-emissions economy: Include perspectives 
for degrowth, decarbonization, and other innovative sustainability 
variables in exploring new alternatives for social and economic 
organization. Introduce the reduction of socioeconomic inequalities 
and the distribution of wealth in the discussion of green, fair, and 
innovative economic models. The objective is to deal with the scarcity 
of natural resources and the precariousness of the working world.

5.2. Green, solidary and sustainable economy: Promote environmental 
economic incentives, such as payment models for environmental 
services, use of green bonds, sustainable public purchase, and programs 
for the acquisition of sustainable agricultural production.

5.2.1. Sustainable patterns of production and consumption: Use 
information and communication technologies to stimulate responsible 
patterns of production and consumption and activation of the local 
economy.

5.3. Platform Economy: Use platform economy mechanisms, economic 
and social activity facilitated by platforms, to bring local producers and 
consumers closer together. The objective is to strengthen community 
and territorial bonds, such as neighborhood relations, urban-rural 
relations, and relations with individual micro-entrepreneurs.

To be continued

STRATEGIC GOAL 5: Foster local economic development in the context of digital transformation. 

Context: A well-structured, collaborative and inclusive governance makes cities more livable and 
strengthens the local economy. The same happens when decisions are made based on data and 
scientific evidence.   

Digital transformation can generate value, jobs, and income for people in cities. The sharing 
economy, the creative economy, and the circular economy can potentialize these opportunities. 
But different sectors and people must come together to prevent a poorly conducted digital 
transformation from causing more social inequality.

Recommendations Key-Audience
FG  SG  MG  VIGC  HIGV  RA  UC  TC  PS  TRI  DFA  CSO5

5.4. The Economy and data market: Implement policies, laws, 
regulations, and other instruments to establish an ethical and inclusive 
data market.
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5.5. Digital Payments for Public Services: Facilitate the use of digital 
payments for public services by developing and sharing tools that are 
aligned with the Digital Citizenship Platform. Adopt the PIX, instant 
payment from the Brazilian Central Bank, as a form of payment for 
public services.

5.6. Competitiveness in urban digital services: Seek ways to ensure 
competitiveness to urban digital service ecosystems. For this, practices 
that avoid monopolies and promote the free choice of users must be 
used.

5.6.1. Credit for small technology companies: Facilitate access to 
special credit conditions for individual micro-entrepreneurs and small 
businesses in this sector. Establish financial and technical incentives 
for the operation of small Internet providers in order to ensure the 
provision and sustainability of Internet access initiatives in partnership 
with the government.

5.6.2. Support for productive and digital inclusion: Create subsidies 
and other mechanisms for the productive and digital inclusion of micro 
and small businesses, entrepreneurs, or people who work informally. 
These mechanisms should make it economically viable for these people 
and companies to access the internet, quality digital devices, such as 
smartphones, tablets, and notebooks, and platforms for e-commerce.

5.7. Information and communication technology for urban poverty 
reduction: Using information and communication technologies to 
reduce urban poverty, contributing to objective 1.4 of Sustainable 
Development Goal 1.

5.7.1. Access to financial services and microfinance: Promote the 
financial inclusion of vulnerable people and social groups. For this, 
these people and groups must have access to financial services, 
microfinance, and other forms of economic participation. These actions 
must be carried out with the support of digital products and services.

5.7.2. Access to regular urban land: Use information and communication 
technologies to facilitate land regularization in low-income informal 
urban centers. Land regularization must take place with the support of 
technical assistance programs for communities.

Recommendations Key-Audience
FG  SG  MG  VIGC  HIGV  RA  UC  TC  PS  TRI  DFA  CSO5

5.7.3. Social businesses for the expansion of services and rights: 
Stimulate partnerships and social businesses that expand access to 
essential services and ensure rights, including for people who are 
drivers and delivery people using apps. Also encourage partnerships 
and businesses that promote the social and productive inclusion 
of vulnerable people and social groups, generating income and 
employment. Inclusion actions must be supported by ongoing training 
and digital inclusion processes.

To be continued
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5.5. Digital Payments for Public Services: Facilitate the use of digital 
payments for public services by developing and sharing tools that are 
aligned with the Digital Citizenship Platform. Adopt the PIX, instant 
payment from the Brazilian Central Bank, as a form of payment for 
public services.

5.6. Competitiveness in urban digital services: Seek ways to ensure 
competitiveness to urban digital service ecosystems. For this, practices 
that avoid monopolies and promote the free choice of users must be 
used.

5.6.1. Credit for small technology companies: Facilitate access to 
special credit conditions for individual micro-entrepreneurs and small 
businesses in this sector. Establish financial and technical incentives 
for the operation of small Internet providers in order to ensure the 
provision and sustainability of Internet access initiatives in partnership 
with the government.

5.6.2. Support for productive and digital inclusion: Create subsidies 
and other mechanisms for the productive and digital inclusion of micro 
and small businesses, entrepreneurs, or people who work informally. 
These mechanisms should make it economically viable for these people 
and companies to access the internet, quality digital devices, such as 
smartphones, tablets, and notebooks, and platforms for e-commerce.

5.7. Information and communication technology for urban poverty 
reduction: Using information and communication technologies to 
reduce urban poverty, contributing to objective 1.4 of Sustainable 
Development Goal 1.

5.7.1. Access to financial services and microfinance: Promote the 
financial inclusion of vulnerable people and social groups. For this, 
these people and groups must have access to financial services, 
microfinance, and other forms of economic participation. These actions 
must be carried out with the support of digital products and services.

5.7.2. Access to regular urban land: Use information and communication 
technologies to facilitate land regularization in low-income informal 
urban centers. Land regularization must take place with the support of 
technical assistance programs for communities.

Recommendations Key-Audience
FG  SG  MG  VIGC  HIGV  RA  UC  TC  PS  TRI  DFA  CSO5

5.7.3. Social businesses for the expansion of services and rights: 
Stimulate partnerships and social businesses that expand access to 
essential services and ensure rights, including for people who are 
drivers and delivery people using apps. Also encourage partnerships 
and businesses that promote the social and productive inclusion 
of vulnerable people and social groups, generating income and 
employment. Inclusion actions must be supported by ongoing training 
and digital inclusion processes.

To be continued

Federal Government
State Government
Municipal Government
Vertical Intragovernmental Cooperation

Horizontal Intragovernmental Cooperation
Regulatory Agency
Utility Companies 
Telecommunications Companies

FG  
SG  
MG
VIGC

HIGV
RA
UC
TC

PS
TRI
DFA
CSO

Private Sector 
Teaching and Research Institutions
Development Financial Agencies  
Civil Society Organizations

35

5.8. Regional and local economic development: Support production 
chains and innovation ecosystems in territories, in order to reduce 
socioeconomic and spatial inequalities. Strengthen local productive 
arrangements, offer economic incentives, and implement infrastructure 
and social support technologies, such as technology parks, specialized 
laboratories, and incubators.

5.8.1. Local Productive Arrangements: Develop, use and share digital 
solutions to identify and strengthen Local Productive Arrangements. 
Disseminate methodologies and expand initiatives for activation and 
productive articulation in the territory.

5.8.2. Electronic waste production chain: Stimulate Research & 
Development projects aimed at the economic use of electronic waste. 
These projects should encourage the national industry to adopt circular 
economy principles.

5.8.3. Match digital solutions to urban demands: Make selections and 
public consultations to identify and systematize municipalities’ needs 
related to improving information, planning, management, and urban 
governance.

5.8.4. Startups e digital transformation in cities: Bring the startup 
ecosystem closer to municipal needs related to improving urban 
information, planning, management, and governance. Articulate 
funding lines for startups of an incremental or disruptive nature.

5.8.5. Professional training and market: Stimulate professional training 
in the area of information and communication technology, through 
vocational training and higher education. Foster the labor market for 
the allocation and retention of graduates through the articulation of 
local strategies that respond to the demands of cities, supported by the 
network of National Institutes of Science and Technology.

5.9. Business environment in cities: Improve, harmonize, and widely 
publicize municipal norms and procedures. Standardize bureaucratic 
processes, making them clearer and more efficient.

Recommendations Key-Audience
FG  SG  MG  VIGC  HIGV  RA  UC  TC  PS  TRI  DFA  CSO5

5.9.1. Classification of economic activities: Use the codes of the 
National Classification of Economic Activities-Tax (CNAE-Tax) of the 
Brazilian Institute of Geography and Statistics in administrative records 
at all levels of government. Establish flows for the creation of new 
activities in the CNAE-Fiscal as needed. The objective is to create a 
unifying measure of a national character and keep it updated with new 
economic activities.

5.9.2. Release of economic activity: Make it easier to do business in 
cities. For this, simplify the processes and public acts for the release of 
economic activity, according to the risk levels of the activities. When 
defining risk levels for economic activities, observe the principle of 
reasonableness and proportionality, physical and sanitary security, and 
the constitutional competence of municipalities in the planning, use, 
and occupation of land.

To be continued
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5.9.3. Municipal urban planning rules: Make municipal urban planning 
rules compatible, simplify procedures and institute a digital urban and 
building licensing service. Comply with the general rules and guidelines 
issued by the Union, including those related to telecommunications 
services and their respective support infrastructure. Establish 
reasonable deadlines for analyzing and issuing the necessary public 
acts. Make the rules and licensing processes accessible to people, 
organize and make available information clearly and in simple and 
inclusive language. Seek to make this information available on a public 
georeferenced data gateway relating to the municipality’s land use 
planning.

Recommendations Key-Audience
FG  SG  MG  VIGC  HIGV  RA  UC  TC  PS  TRI  DFA  CSO5
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5.9.3. Municipal urban planning rules: Make municipal urban planning 
rules compatible, simplify procedures and institute a digital urban and 
building licensing service. Comply with the general rules and guidelines 
issued by the Union, including those related to telecommunications 
services and their respective support infrastructure. Establish 
reasonable deadlines for analyzing and issuing the necessary public 
acts. Make the rules and licensing processes accessible to people, 
organize and make available information clearly and in simple and 
inclusive language. Seek to make this information available on a public 
georeferenced data gateway relating to the municipality’s land use 
planning.

Recommendations Key-Audience
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STRATEGIC GOAL 6: Stimulate sustainable urban development financing models and instruments 
in the context of digital transformation.

Context: Financial resources enable, accelerate, and enhance sustainable economic and urban 
development processes. Resources are needed to implement environments that encourage 
innovation, research, and infrastructure deployment.  

State and society must work together, moving in the same direction. Joint action must 
include public banks, private investors, financial and development institutions, research and 
innovation support agencies. The collaborative work will identify, systematize, create and make 
available instruments, diversified lines of financing, and self-financing solutions for the digital 
transformation. All actions must be associated with sustainable urban development.
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6.1. Information and communication technologies in the public 
budget: Include digital transformation in the public budget at all levels 
of government. The budget should be used to make investments in 
technological modernization, data digitization, digitization of public 
services, and infrastructure for digital inclusion.

6.2. Telecommunications Universalization Fund and other funds for 
internet access:  Reformulate the legislation of the Telecommunications 
Universalization Fund (TUF) to allow it to be applied in the expansion 
of internet access, by different means. The reformulation should also 
expand the use of TUF in urban environments and rural and remote 
areas. Use sectorial funds, such as the Telecommunications Inspection 
Fund (TIF) and the Fund for the Telecommunications Technological 
Development (TTD), to increase the access of all people to the internet.

6.3. Financial and tax strategies to expand digital connectivity: 
Encourage state governments to implement tax burden reduction 
policies. The objective is to bring the coverage of the Personal Mobile 
Service networks and broadband offer services to the interior. In 
addition, encourage state governments to provide both costly and non-
costly resources to provide and expand digital connectivity.

6.4.Use of information and communication technologies to improve 
municipal revenue.

6.4.1. Municipal registers: Provide technical assistance and costly 
or non-costly financial resources to municipalities to prepare and 
update municipal registers, such as georeferenced cartographic bases, 
municipal territorial registers, and generic value plans.

To be continued
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6.4.2. Information and communication technologies and extra 
tax collection mechanisms: Use information and communication 
technologies to enable or improve the implementation of instruments 
to capture and recover urban capital gains, land valorization due to 
public actions.

6.5. Partnerships with financial and development institutions:   
Establish partnerships with financial and development institutions to 
develop lines of financing for smart cities that are associated with The 
Charter’s recommendations.

6.6. Fundraising for smart cities projects: Provide technical support for 
municipalities to raise costly and non-onerous funds from financial and 
development institutions. Provide information on financing lines and 
transfers of available resources and support the preparation of smart 
city projects.

6.7. Concession Projects and Public-Private Partnerships: Develop 
feasibility studies for innovative modeling provided by digital 
transformation. Consider the inclusion of new lines to develop 
innovative models in the Fund to Support the Structuring of Public-
Private Partnerships and Concessions (FSP). 

6.8. Compensation for the use of public space: Stimulate mechanisms 
to establish compensation and charge from innovation and 
information and communication technology companies that use urban 
infrastructure, public spaces, and street furniture.

6.9. Fostering innovation by the private sector: Map and bring 
together industry and the information and communication technology 
sectors around actions that stimulate innovation in favor of sustainable 
urban development.

6.10. Innovative financing strategies: Carry out exploratory studies to 
identify possibilities for taxing private digital services. Studies should 
also identify possibilities for using distributed logging technologies to 
value public or common assets. The assets to be valued must have the 
potential to generate revenue and must be able to be used to compose 
new business models in the context of sustainable urban development.

Recommendations
Key-Audience
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6.4.2. Information and communication technologies and extra 
tax collection mechanisms: Use information and communication 
technologies to enable or improve the implementation of instruments 
to capture and recover urban capital gains, land valorization due to 
public actions.

6.5. Partnerships with financial and development institutions:   
Establish partnerships with financial and development institutions to 
develop lines of financing for smart cities that are associated with The 
Charter’s recommendations.

6.6. Fundraising for smart cities projects: Provide technical support for 
municipalities to raise costly and non-onerous funds from financial and 
development institutions. Provide information on financing lines and 
transfers of available resources and support the preparation of smart 
city projects.

6.7. Concession Projects and Public-Private Partnerships: Develop 
feasibility studies for innovative modeling provided by digital 
transformation. Consider the inclusion of new lines to develop 
innovative models in the Fund to Support the Structuring of Public-
Private Partnerships and Concessions (FSP). 

6.8. Compensation for the use of public space: Stimulate mechanisms 
to establish compensation and charge from innovation and 
information and communication technology companies that use urban 
infrastructure, public spaces, and street furniture.

6.9. Fostering innovation by the private sector: Map and bring 
together industry and the information and communication technology 
sectors around actions that stimulate innovation in favor of sustainable 
urban development.

6.10. Innovative financing strategies: Carry out exploratory studies to 
identify possibilities for taxing private digital services. Studies should 
also identify possibilities for using distributed logging technologies to 
value public or common assets. The assets to be valued must have the 
potential to generate revenue and must be able to be used to compose 
new business models in the context of sustainable urban development.
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STRATEGIC GOAL 7: Foster a massive and innovative movement in public education and 
communication for greater engagement of society in the process of digital transformation and 
sustainable urban development.

Context: People, collectivity, and organizations must transition from passive users to agents of 
transformation. They must be conscious agents and creators of their own realities. This requires 
new skills, abilities, and attitudes. 

It is a collective and challenging task. Therefore, it must be supported by a massive educational 
movement about digital transformation in cities. This task also requires a qualified communication 
process to engage, synchronize, coordinate and articulate different public and private agents 
around the goals of The Charter. Among the agents, there must be civil society organizations, 
communication vehicles, teaching and research institutions.
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7.1. Sustainable use of the internet: Carry out educational 
communication actions to encourage sustainable patterns of internet 
usage.

7.2. Inclusive and accessible public communication: Use simple, 
inclusive language, without a gender marker and with accessibility 
features in public communication and the dissemination of The Charter. 
Messages must be clear, respecting gender and ethnic-racial diversity. 
These communication actions must guarantee the right of people with 
disabilities to access reading, information, and communication.

7.3. Digital transformation and urban education: Promote inclusive 
and accessible public communication actions that are aimed at 
focused on sustainable urban development and sustainable digital 
transformation.

7.3.1. Educating city: Use the city as a support for urban education. 
For this, people and institutions should be encouraged to value natural 
resources, green areas and public spaces, equipment, and urban 
furniture. The public should also be informed about the history and 
meaning of the places. These actions must be associated with the 
use of collaborative mapping tools that survey and record subjective 
aspects related to urban spaces.

7.3.2. Public communication campaign: Carry out a public 
communication campaign to promote and inform about sustainable 
urban development. The campaign must use different digital or analog 
media, formats, and methods. The objective is to reach children, young 
people, and adults of different races, ethnicities, educational levels and 
social roles, and different cities and contexts.

To be continued
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7.4. Dissemination of the Brazilian agenda for smart cities: Develop 
and implement The Charter’s public communication strategy in simple 
and inclusive language, with the participation of segments that adhere 
to digital culture. The objective is to reach society broadly and sensitize 
it, particularly regarding the existing relationships between cities and 
information and communication technologies and people’s digital 
rights.

7.4.1. Practical Guide to The Charter: Develop and make available a 
Practical Guide to implement The Charter aimed at technicians and 
municipal managers, written in simple and inclusive language.

7.4.2. Linking Smart Cities initiatives to The Charter: Strengthen The 
Charter as a political instrument tool to articulate a national agenda for 
digital transformation in cities. To this end, links must be established 
between the Strategic Goals and Recommendations of The Charter, on 
the one hand, and the corresponding initiatives of existing or future 
smart cities, on the other (indexation of child products). As a result of 
this process, a set of knowledge about smart cities and their evolution 
will be registered.

7.5. Digital literacy: Stimulate actions to promote digital literacy and 
increase the number of people participating in digital transformation.

7.5.1. Digital literacy in school curricula: Observe, comply with and 
expand the proposals contained in the Common National Curriculum 
Base to integrate digital culture in school curricula.

7.5.2. Digital culture in the school community: Stimulate training 
and learning processes in digital technologies for the entire school 
community. Develop specific educational actions for the digital literacy 
of educators, enabling them to act as multipliers of digital inclusion.

7.5.3. Digital resources in formal education: Promote the technological 
equipment of educational institutions through laboratories, equipment, 
programs, tools, software, and other digital resources.

7.6. Urban community practices: Articulate integrated communication 
actions, with campaigns planned and elaborated in cooperation 
between sectors and institutions and that convey a unified message, in 
simple and inclusive language. Increase social engagement on platforms 
that mobilize and develop sustainable urban community practices in 
the context of digital transformation.

7.6.1. Community communication: Adopt community strengthening 
and the State-community interface as a strategy for transforming the 
territory and valuing local belonging, identity, and memory. Stimulate 
community-based digital educommunication projects for content 
production.

Recommendations Key-Audience
FG  SG  MG  VIGC  HIGV  RA  UC  TC  PS  TRI  DFA  CSO7

Federal Government
State Government
Municipal Government
Vertical Intragovernmental Cooperation

Horizontal Intragovernmental Cooperation
Regulatory Agency
Utility Companies 
Telecommunications Companies
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Private Sector 
Teaching and Research Institutions
Development Financial Agencies  
Civil Society Organizations
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this process, a set of knowledge about smart cities and their evolution 
will be registered.

7.5. Digital literacy: Stimulate actions to promote digital literacy and 
increase the number of people participating in digital transformation.

7.5.1. Digital literacy in school curricula: Observe, comply with and 
expand the proposals contained in the Common National Curriculum 
Base to integrate digital culture in school curricula.

7.5.2. Digital culture in the school community: Stimulate training 
and learning processes in digital technologies for the entire school 
community. Develop specific educational actions for the digital literacy 
of educators, enabling them to act as multipliers of digital inclusion.

7.5.3. Digital resources in formal education: Promote the technological 
equipment of educational institutions through laboratories, equipment, 
programs, tools, software, and other digital resources.

7.6. Urban community practices: Articulate integrated communication 
actions, with campaigns planned and elaborated in cooperation 
between sectors and institutions and that convey a unified message, in 
simple and inclusive language. Increase social engagement on platforms 
that mobilize and develop sustainable urban community practices in 
the context of digital transformation.

7.6.1. Community communication: Adopt community strengthening 
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Recommendations Key-Audience
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STRATEGIC GOAL 8: Build up means to understand and evaluate, continuously and systematically, 
the impacts of digital transformation in cities. 

Context: Finally, we need to assimilate and learn from the transformations as they happen, as they 
are new, dynamic, unprecedented, and still little studied facts. It is necessary to understand and 
assess the systemic impacts, impacts on our social, environmental, economic, political systems 
that the digital transformation process causes in cities. This must be done in a continuous and 
structured way, based on a complex and systemic approach.

Impact assessment is an essential task to identify new challenges and correct the course of 
this agenda throughout its implementation. Such a task will only be possible with the union of 
different people and with the appreciation of local and community knowledge.
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8.1. Information and communication technologies and human 
rights:  Reduce the negative impacts of digital transformation by 
creating technologies and processes centered on human rights and the 
sustainable use of natural resources. The focus on human rights must 
include digital law perspectives. 

 8.1.1. Impact assessment:  Build up means to understand and 
assess, in a continuous, systemic, and transparent way, the impacts 
of policies, plans, programs, projects, activities, and actions for 
digital transformation in cities. Use reliable and comparable data and 
indicators. Give publicity and disseminate the methodologies adopted 
and the results obtained in the evaluations.

8.1.2. Monitoring of public actions: Establish and disseminate 
mechanisms for monitoring policies, plans, programs, projects, 
activities, and actions for digital transformation in cities. Engage 
all levels of government in these initiatives. Use information and 
communication technologies and standardized mechanisms to promote 
active transparency and facilitate social control.

8.1.3. Human review: Ensure and facilitate human review in automated 
decision-making processes or those based on Artificial Intelligence, in 
respect of human rights.

8.2. Observatory for Digital Transformation in Cities: Integrate the 
theme of smart cities into the Observatory for Digital Transformation, 
considering smart cities in the broad perspective of digital transformation 
in cities. Encourage this Observatory and other official forums related 
to digital transformation to seek to understand and assess the impacts 
of digital transformation in cities. Also encourage the implementation 
of this Charter and foster, articulate, integrate, and disseminate the 
experiences from the Urban Experimentation Laboratories.

To be continued

Recommendations Key-Audience
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8.3. Maturity for Smart Cities: Develop and make available a Brazilian 
Maturity System for Smart Cities in a digital platform of its own to be 
created and maintained by the federal government. The System should 
use methodology and indicators appropriate to the Brazilian reality and 
municipal typologies.

8.4. Local impacts of digital transformation and social control: 
Stimulate urban development and digital transformation issues 
to be discussed in an integrated manner. To this end, institutional 
articulation of councils or forums that debate these themes and that 
act in the social control of public policies should be encouraged. These 
institutions should monitor, assess and support the municipality’s 
actions on the impacts of digital transformation in the territory. Actions 
with municipalities must consider the specific political-institutional 
conditions of each city.

8.5. Science, Technology and Innovation for Digital Transformation 
and Sustainable Urban Development: Mobilize different sectors 
of society to broaden understanding of the impacts of digital 
transformation in cities. Impacts on economic-financial, sociocultural, 
urban-environmental, and political-institutional aspects should be 
considered.

8.5.1. Research lines: Encourage research lines and funding grants that 
favor transdisciplinary projects. The objective is to continuously produce 
cutting-edge scientific knowledge about the digital transformation in 
cities and its impacts.

8.5.2. “Cyberinfrastructure” for knowledge generation on sustainable 
urban development: Support research, development, and innovation 
projects that need “cyberinfrastructure”, the infrastructure of operating 
systems, data management, and processing, large-scale advanced 
instruments, and visualization environments.

8.5.3. Integration of disciplinary fields: Promote technical and scientific 
events and lines of research that bring together people and institutions 
in the areas of urban development and information and communication 
technologies. These events and research lines should advance the 
understanding of the phenomenon of digital transformation and the 
relationships that this phenomenon has with different disciplines. The 
objective is to consolidate a transdisciplinary approach to research and 
action.

8.5.4. Understanding and acting on negative impacts: Understand 
and quantify the negative impacts of innovative products, services, and 
processes linked to communication and information technologies in 
Brazilian cities. The objective is to propose mechanisms to prevent and, 
when unavoidable, reduce and offset these negative impacts, as well as 
monitor their evolution.

Recommendations Key-Audience
FG  SG  MG  VIGC  HIGV  RA  UC  TC  PS  TRI  DFA  CSO8
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urban development: Support research, development, and innovation 
projects that need “cyberinfrastructure”, the infrastructure of operating 
systems, data management, and processing, large-scale advanced 
instruments, and visualization environments.

8.5.3. Integration of disciplinary fields: Promote technical and scientific 
events and lines of research that bring together people and institutions 
in the areas of urban development and information and communication 
technologies. These events and research lines should advance the 
understanding of the phenomenon of digital transformation and the 
relationships that this phenomenon has with different disciplines. The 
objective is to consolidate a transdisciplinary approach to research and 
action.

8.5.4. Understanding and acting on negative impacts: Understand 
and quantify the negative impacts of innovative products, services, and 
processes linked to communication and information technologies in 
Brazilian cities. The objective is to propose mechanisms to prevent and, 
when unavoidable, reduce and offset these negative impacts, as well as 
monitor their evolution.

Recommendations Key-Audience
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8.5.5. Assistive Technologies: Stimulate research, development, 
innovation, and dissemination of assistive technologies, resources that 
expand the access and participation of people with disabilities, which 
aim to expand the access of people with disabilities to information and 
communication technologies and social technologies. Also, increase the 
autonomy of people with disabilities in cities and their engagement in 
urban issues related to digital transformation.

8.6. Reverse logistics of electronic products: Accelerate and make 
transparent the structuring and implementation of reverse logistics 
systems, collect and return solid waste to the business sector or dispose 
of it correctly. Companies should offer people who consume the items 
the possibility of returning their waste, without using public urban 
cleaning services or solid waste handling.

Recommendations Key-Audience
FG  SG  MG  VIGC  HIGV  RA  UC  TC  PS  TRI  DFA  CSO8
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3. CONSIDERATIONS AND FUTURE PERSPECTIVES

The future of Brazilian cities depends on understanding that digital transformation is a dynamic, 
unprecedented, and manageable process. And understand the impacts that this transformation 
has on cities and people.

It is important to understand that this process must be sustainable. This requires pursuing 
sustainable urban development, including old and new challenges. Where must assume the 
vision that digital transformation and urban development are processes that feedback into each 
other.

Building The Charter took nearly two years. Authors came from different areas of knowledge and 
sectors of activity, such as information and communication technology, urban development, and 
public policies. It was challenging to bring together so many perspectives, concepts, policies, and 
guidelines. It was a profound learning experience.

The Charter Community built proposals based on visions common to all and found ways to share 
principles and guidelines in the midst of diversity.

The Charter Community hopes that the comprehensive look proposed by The Charter will 
generate positive and continuous impacts on Brazilian cities and people’s lives. It hopes that the 
recommendations will be implemented and that the collaborative network set up during the 
elaboration will be strengthened.

The launching of The Charter (“mother product”) is an invitation to other institutions and people 
to join the network, to implement the recommendations, and to identify, elaborate, and index 
“child products” that fulfill the recommendations.

The first step is to identify and elaborate materials and instruments in a shared way. And, mainly, 
to organize an implementation plan, indicating priorities and its respective responsible people.

The Charter Community takes on the conciliatory view that digital transformation can boost the 
sustainable development of cities. And it can improve people’s quality of life, streamlining and 
expanding relationships. 

The Charter presents itself as a document with the political agenda to face the real and immense 
challenges of Brazilian cities. The Charter looks to the present and the future. It understands that 
each individual can and should take on an important role on the path to a broad, positive and 
effective transformation.
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